B cootBerctBuu co cT.3 DenepanbHoro 3akoHa «O MPOTUBOIAECUCTBUM AKCTPEMHUCTCKOMN JEATEIIbHOCTH
OJHUM W3 HampaBieHUH OOprOBI ¢ 3KcTpeMu3MoM B Poccuiickoit ®enepanuu sBIsSETCS CBOEBPEMEHHOE
MpUHATHE MPOPUIAKTUUECKUX MEp, HAIlPaBIECHHBIX HA MPEIYNPEKIECHUE SKCTPEMHUCTCKON NEATeITbHOCTH, B
TOM YHCJI€ — OTPAaHUYECHHE BO3MOXKHOCTEN MOJIb30BaHUs IHTEpHET CeThIo.

TTamatka ans poauTteneuk u nenaroros
no 6esonacHocTu paboter neteu B UHTepHeT-npocTpaHcTee

IIo mamepuanam B.D. bezmanozo

Bce Oosbliiee KOJMYECTBO JETEH IMOJTydaeT BO3ZMOXKHOCTH paborath B MHTepHere. Ha ceromusmHuii
JICHb OH MPEIOCTABIISIET OTPOMHOE KOJMIECTBO HEKOHTpOIMpyeMoit nHpopmanmu. B ¢Bsi3u ¢ Tem, 94TO BO3pacT,
B KOTOPOM 4YEJIOBEK HauuMHaeT padorarth ¢ VIHTepHETOM, CTAaHOBHUTCS BCE MOJIOXKE, BO3HHMKAET Ipobdiiema
obecrnieueHrst 0E30MACHOCTH JIeTell. A KTO UM MOXET B 3TOM IOMOYb, €CIIM HE MX POJUTEIN U B3pOCibIe?
CrnenyeT moHUMATh, YTO MOJKIIIOUASCH K ceTu MHTepHeT, Ball peGeHOK BCTPEUaeTCsl ¢ IeNIbIM PSiIOM YIpo3, O
KOTOPBIX OH MOXET J1a’K€ U HE T0J103PEBATh.

Kaxkue yrpo3nl BcTpeuarTcess Haubosiee yacto?

IIpexne Bcero, cienyromue:

— JIOCTYH K HeXeJlaTeIbHOMY coJiepKUMoMy. Benp ceroHs ena o0CTOsT TakKuM 00pa3oM, 4To JIF0O0H
peOeHoK, BeIXoAAmMil B IHTEpHET, MOXKET MpocMaTpuBaTh JIIOObIe MaTepuaibl. A 3TO HACWINE, HAPKOTHKH,
nopHorpadusi, CTpaHUIIbI, MOJITAIKUBAIOLINE MOJOJASKb K camMoyOuiicTBaM, aHOpeKCcHU (0TKa3 OT IpHema
MUIIN), yOUiicTBaM, CTPaHUIIBl ¢ HAIMOHAIMCTUYECKON MIIM OTKPOBEHHO (aIIMCTCKON MEO0IOTHEH U MHOTOE-
MHOroe apyroe. Beap Bce 310 moctynHo B MHTepHeTe 6e3 orpanuueHuil. YacTo ObIBaeT Tak, 4TO MPOCMOTP
9TUX CTPaHUIL AK€ HE 3aBUCHUT OT peOEHKa, BeJb HAa MHOIMX cailTax oTOoOpa)kaloTcs BCILIBIBAIOIIME OKHA,
coJieprkarire Jr0yro nH(OopMaIHIo, Yallle BCero mopHorpaguueckoro Xxapakrepa;

— KOHTAaKThl C HE3HAKOMBIMHU JIFOJbMH C ITIOMOIIIBIO HAaTOB HJIN BHGKTpOHHOﬁ mouThsl. Bee galme 1 gauie
3II0YMBIIUICHHUKH UCTIONB3YIOT 3TH KaHAJIbI JJIs TOTO, YTOOBI 3aCTaBUTh J€TEH BbIIATh TUYHYIO HH()OPMALIUIO.
B npyrux ciaydasx 5To MOTYT OBITh IeA0(MIBI, KOTOPbIE UIYT HOBBIC KEPTBHI. BbinaBas ceOst 3a CBEpCTHHKA
KEPTBbI, OHU MOT'YT BBIBEIBIBATH JINYHYIO HH(DOPMALIMIO U UCKATh TUYHON BCTPEUH.

Pexomenaanum mo 6e30nacHOCTH MCNOJIb30BaHus ceTH UHTepHeT 1eTbMU

1. ITocemaiite UuTepuetr BmecTe ¢ aeTbMu. [loompsiiTe Bammx AeTei AeIuThCa C BAMU UX yCIeXaMu U
HeyJlauaMH B Jiesie ocBoeHus VHTepHera.

2. O6bacHuTe neTsaM, uTo ecnu B MHTepHeTe 4To-1Mb0 OECOKOWT MX, TO MM CJEIyeT HE CKpHIBaTh
3TOrO, a MOJEIUTHCS C BAMU CBOUM OECIIOKONCTBOM.

3. O0bsicauTe pebeHKy, YTO MpH OOIIEHUHU B YaTax, UCMOJIb30BAaHUH MPOrpaMM MTHOBEHHOTO OOMeHa
coobmenusmu (tuna 1CQ, MicrosoftMessenger u T. A.), ucnonabzoBanusi Online-urp U Ipyrux cuUTyalusx,
TpeOYIOIIMX PErucTpali, HeNb3s HCIONb30BaTh peajbHOE HMs, MOMOTHTE BalleMy peOEHKY BHIOpaTh
pETrUCTpallMOHHOE UMS, HE COo/IeprKalllee HUKAKOH JIMYHON HH(POpMaIUH.

4. OObsicHuTe peOEHKY, YTO HENb3s BBIJABaTh CBOM JIMYHBIC JAAHHBIE, TaKUE KakK JIOMAIIHUN aJpec,
HOMED TeseoHa U JTI00YI0 IPYTYI0 JTUYHYI0 HH(GOPMAIIUIO, HAIPUMEpP, HOMED IIKOJIbI, KJIAcC, TI00UMOE MECTO
MIPOTYJIKH, BPeMsl BO3BPAIICHHS IOMO, MECTO pabOTHI OTIA HJIK MaTepH U T. 1.

5. OObsicHUTE CcBOeMYy peOEHKY, YTO B peajlbHOW XU3HM U B VHTepHeTe HET pa3HULBI MEXKIY
HEMPaBUIIbHBIMU U TIPABWIIBHBIMU MTOCTYIIKAMHU.

6. HayunTe Bammx nerel yBaxaTh cobecenHHKoB B MHTepHeTe. YOenuTech, 4TO OHM MOHUMAIOT, YTO
MpaBuJjIa XOPOILIEro TOHA AEHCTBYIOT OJIMHAKOBO B MIHTEpHETE U B peaibHOM KU3HHU.

7. CkaxuTe UMM, 4TO HHMKOTJIa HE CTOWUT BCTpE4aThCs C Jpy3bsimu u3 MHTepHerta. Benp monm Moryr
OKa3aTbCsl COBCEM HE TEMH, 3a KOTo ceOsl BBIIAIOT.

8. OObsicHUTE NeTsAM, YTO JaJeKo He BCE, YTO OHU MOTYT IpoYecTbh WM YBUAETh B VHTepHer-
MpOCTpaHCTBE — IpaBAa. [IpuydynTe ux crpammBaTh O TOM, B YEM OHH HE YBEPEHHBI.

9. He 3a0biBaiiTe KOHTponHMpoBaTh JeTel B HTepHETe ¢ MOMOIBIO CHENUATbHOIO MPOTrPaMMHOIO
obecrniedeHrs. ITO TIOMOXKET BaM OT(UIBTPOBLIBATh BPEAOHOCHOE COACpIKAHHE, BBIICHUTH, KAaKU€ CAMTHI Ha
caMmoM Jielie TIOcenaeT Ball peOeHOK U YTO OH TaM JIeJIaeT.

Kax Hayuuts ereit oTiinuaTh npaBay oTo kU B IHTepHEeT-ipocTpaHcTBE?

— Haunute, xorma Bam pebeHok emie Mal. Benp ceromHs gaxke IOIIKOJIBHUKU YK€ YCIEUIHO
UCIONB3YIOT ceTh HTEepHET, a 3HAYUT, HY’KHO KaK MOKHO PaHbILI€ HAYYUTh UX OTAENATH MPABy OTO JIKU.

Hukto He OynmeT KOHTpOIMpOBaTh, HACKOJIBKO MpaBauBa pa3MelleHHas Tam uHopmanus. Hayuure
peOeHKa mpoBepsATh Bce TO, UTO OH BUAMT B MHTEpHEeTe.



Kak 310 00bCHUTS?

— He 3a0piBaiiTe cripamuBath peOeHka o0 yBugeHHOM B MHTepHeTe. Hanpumep, HAYHUTE € paccpocos,
JUISL YETO CIYKUT TOT WUJIM MHOM CaWT.

— VYOenurtech, 4TO Baml PEOCHOK MOXKET CaMOCTOSTENILHO MPOBEPHUTH MPOYMTAaHHYIO B MHTepHeTe
MHGOpMALMIO N0 APYIrMM HCTOYHUKaM (IO APYruM caiTaM, razeraM WiM XypHanam). IIpuydute Bamiero
pebeHka coBeToBaThCs ¢ BaMu. He oTMaxuBaiTech OT UX AETCKUX MPOOIIEM.

— TloompsiiTe BamMX AeTed MCIOJIB30BaTh pa3IMYHbIC HMCTOYHMKH, Takue Kak OMOIMOTEKH WU
MOJAPUTE WM DSHIMKIONEIUI0 Ha [TUCKe, Hampumep, «DHuukioneauto Kupuwmna u Medomus» win
MicrosoftEncarta. 3To noOMOXXeT HayuuTb Bamlero peOeHKa MWCHOIb30BaTh CTOPOHHME HCTOYHUKU
uHpopMaLuu.

— Hayuure pebenka nosib3oBaThesi ouckoMm B MHtepHere. [lokakuTe, Kak MCHOIb30BATh Pa3InYHbIE
IIOMCKOBBIE MAILIMHBI JIJIs1 OCYLLECTBICHUS [TOMCKA.

— OOBsicHUTE BalllUM JIETSM, YTO TAKOE€ pacusM, (ammsm, MeXHAIMOHAIbHAS U PEJIMIMO3Has Bpax/a.
HecMmoTpst Ha TO, YTO HEKOTOpBIE MOAOOHBIE MaTepHal bl MOXKHO 3a0JIOKHMPOBATH C MOMOIIBIO CIIEHUAIBHBIX
IIPOrpaMMHBIX (MIIBTPOB, HE CTOMT HAAEATHCS HA TO, UTO BaM YAACTCsl OTGUIBTPOBATh BCE OJOOHBIC CANTHI.

CemeiiHoe coriiamenue o padore B UHTepHeTe

Ecnu Bamm netu XoTaT noceniath MIHTepHET, BaM ciieyeT BoIpadoTaTh BMECTE C HUMH COTJIAIICHUE 110
ucronb3oBaHuio MHTepHeTa. YUTUTE, YTO B HEM BBI JODKHBI OJJHO3HAYHO OMHUCATh MpaBa M O0S3aHHOCTH
Ka)KJ0ro wieHa Baiieil ceMbu. He 3a0yapTe 4eTko chopMynupoBaTh OTBETHI HA CIIEAYIONINE BOPOCHI:

— Kakue caliTel MOTYT MOCEIIaTh BaIllK IE€TU U YTO OHU MOTYT TaM JiesiaTh?

— CKOJIBKO BPEMEHHM JIETH MOTYT ITPOBOAUTH B MIHTEpHETE?

—Yro aenarh, €CIIM BalIMX JETEH 4TO-TO OECIIOKOUT IpH mnocenieHun Nurepuera?

— Kak 3anmutuTs TH4Hble JaHHbIE?

— Kak cinenutb 3a 6€30acHOCTBIO?

— Kak Bectu cebst BeKIMBO?

— Kaxk nonp30BaTecs yaTamMu, rpynmnaMd HOBOCTEH U CITyKOaMu MTHOBEHHBIX COOOIIEHUIT?

He 3a0ynpTe, uTo (hopMaabHO COCTaBJICHHOE CorUialieHue He OyneT BoinonHAThCs! PerymnsapHo, mo mepe
HEO0OXOIMMOCTH, BHOCHUTE M3MCHCHHS B JIaHHOE coramieHue. He 3a0biBaiiTe, 4TO BBl JOMKHBI TPOBEPSTH
BBIITOJIHEHUE COIVIAIICHUS BalIUMH I€TbMH.

Hayuute Bamero pedeHka HCNOJIb30BATH CJI1Y:K0Y MTHOBEHHBIX COOOIIEeHH i

[Ipy ucnonp30BaHUU CIYKOBl MTHOBEHHBIX COOOIICHHMI HAMIOMHUTE BallleMy pPeOEHKY HEKOTOphIe
HECJIOKHBIE TTpaBuiia 0€30MacHOCTH:

— HUKOTJIa He 3amoNHsANTe Tpadpl, OTHOCANINECS K JMYHBIM JAHHBIM, BEb MPOCMOTPETh UX MOXKET
KaXKIbIi;

— HUKOTJIa He obOmaiitech B IHTepHETE ¢ HE3HAKOMBIMHU JIOIbMU;

— PETYISIPHO MPOBEPSUTE CIUCOK KOHTAKTOB CBOUX JETEH, YTOOBI YOSIUTHCS, YTO OHU 3HAIOT BCEX, C
KEM OHU OOIIAa0TCS;

— BHUMATEJIBHO MPOBEPSUTE 3ampochl Ha BKJIIOYEHHWE B CIHMCOK HOBBIX apy3eil. [lomHuTe, yto B
HuTepHeTe 4enoBeK MOXKET OKa3aThCs HE TEM, 3a KOTO OH ce0s BBIIAET;

— HE CJIENYET HMCIOJIb30BaTh CHUCTEMbl MTHOBEHHBIX COOOIIEHUU NJisi paclpOCTPAHEHUS CIIYXOB WIIH
CIUIETEH.

PonuTensim He CTOUT HAACATHCSA HA TAMHYIO CIIEKKY 3a CIIYKOaAMU MTHOBEHHBIX COOOIICHUH, KOTOPHIMHU
MOJIb3YIOTCA AeTH. ['0pa3ao mpolie UCIoib30BaTh JOOPOKENATENbHBIE OTHOIIEHUS C BAlIMMU JIETHMHU.

Mosxket i Bam1 pedeHok ctath UHTepHeT-3aBUCHMBIM?

He 3a0sbiBaiiTe, yto MHTEpHET 3TO 3aMeyaTeNbHOE CPEACTBO OOIIEHHS, OCOOCHHO JUIsl CTECHUTENIbHBIX,
UCHBITHIBAIONINX CIIOKHOCTH B OOLIeHUM JeTei. Beab HU Bo3pacT, HM BHEUIHOCTh, HU (U3UYECKUE JTaHHBIE
3leCh HE HMEIT HHM Manelniero 3HayeHusa. OJHAKO 3TOT MyTh BeneT K ¢opmupoBanuto HMHTepHer-
3aBucUMOCTH. OcCO3HaTh JaHHYIO MpPOOJIEeMYy BeCbMa CIOKHO JO T€X MOp, NOKa OHa HE CTAHOBUTCS OYEHBb
ceppe3Hoil. Jla u, kpome Toro, ¢axT Hanu4yusg Takod Oone3HHM Kak HTepHET-3aBUCHMMOCTb HE BCerja
npusHaercs. Uto ke nenarb?

Cogetnl 10 6€301aCHOCTH VIS IeTell pa3HOro Bo3pacra

Kak mokazanm wccienoBaHusi, MPOBOJAMMEBIE B ceTh VHTepHET, Hamboiiee pacTyIIMM CErMEHTOM
nojip3oBaresel iHTepHeTa sBIAI0TCS TOMKOIbHUKH.

B sTom BO3pacte B3pocibie OyayT UTpaTh OMPECIAIONIYI0 POJh B OOyUYeHHMH JeTel Oe30macHOMY
KCIOJIb30BaHUI0 MHTEpHETA.



Yro MoOryT geJiaTh 1eTH B Bo3pacte 5-6 Jjier?

Jlng nerelt Takoro BO3pacTa XapaKTEpPEeH IMOJIOXKUTENbHBIM B3risn Ha Mup. OHM TOPIATCS CBOUM
YMEHHEM YUTaTh U CYUTATh, a TAKXKE JTIOOUTH NEIUTHCS CBOMMH HJIESIMHU.

HecmoTpss Ha TO, 4TO OeTH B 3TOM BO3pacTe OYEHb CIIOCOOHBI B HCIIOJIB30BAaHMM HIp U pabote ¢
MBIIIBIO, BCE € OHM CHUJIBHO 3aBUCAT OT Bac NpU TOUCKE AETCKUX caiiToB. Kak MM momoub nenatb 3TO
6e3omacHo?

— B Takom Bo3pacTe xenaTenbHo paboTaTh B IHTepHETE TONBKO B IPUCYTCTBUU POAUTENCH.

— OOs13aTennbHO OOBSICHUTE BallleMy peOCHKY, 4To oOlieHrne B MIHTepHETe — 3TO HE pealibHas KHU3Hb, a
cBoero poja urpa. [Ipu 3Tom nocrapaiitech HalpaBUTh €0 YCUIIUS Ha MO3HAHKE MUDA.

— JloGaBbTe nerckue caiiTel B pasznen M3Opannoe. Co3pmaiiTe TaM manky JIsl CalTOB, KOTOpHIE
MOCEIAIOT BaIllK JETH.

—  MHcnonw3yiiTe  crnenuanbHble  JIeTCKMe  nouckoBele  Mammebl, THma — MSNKidsSearch
(http://search.msn.com/kids/default.aspx?FORM=YCHM).

— Hcnonb3yiite cpeacTBa 0JIOKHPOBAHUS HEKEIATENBHOTO KOHTEHTA KaK JOIMOJIHEHUE K CTaHAAPTHOMY
PopurensckomMy KOHTPOITIO.

— HayuuTe Bamero peOGeHka HUKOT1a He BbIiaBaTh B IHTepHETEe MHpOpMaLnio o cedbe U CBOEH ceMbe.

— Ilpuyuute Bamero pebGeHka cooOwaTh BaM O JIOOBIX yrpo3ax WJIM TPEBOTax, CBSI3aHHBIX C
HNHTtepueToMm.

Bamm netu pactyr, a, cie0BaTeNbHO, MEHSIFOTCS] KX UHTEPECHI.

Bo3spacr ot 7 1o 8 jer

Kak cuuTaroT ncuxonoru, /i 1eTei 3Toro Bo3pacta abCOIIOTHO €CTECTBEHHO YKEJIaHUE BBIACHUTD, YTO
OHM MOTYyT ceOe MO3BOJMTH JenaTh Oe3 paspewieHus poaurteneil. B pesynprate, Haxonsich B VHTepHeTe
peOeHOK OyAeT MbITaTbesl MOCETUTh T€ WM HMHbIE CalThl, a BO3MOXHO M 4YaThl, pa3pelieHHe Ha IOCeIleHUe
KOTOPBIX OH HE MOJIY4YWI Obl OT POJUTEIIEH.

[TosToMy B JaHHOM BO3pacTe OCOOEHHO IMOJIe3HbI OyIyT T€ OTYEThl, KOTOpbIE BaM IPEIOCTaBUT
PonuTenbckuii KOHTPOJb HIJIM TO, YTO BBl CMOXKETE YBHJIETh BO BPEMEHHBIX (aimax VHTepHeT-mamnku:
/Users/User/AppData/Local/Microsoft/Windows/TemporaryInternetFiles(s OTICPAIIMOHHOMN cucreme
WindowsVista).

B pesynbTare, y Bamiero pedbeHka He OyAeT OLIYLIEHHS, YTO Bbl IVISIUTE €My Yepe3 IUIe4O Ha dKpaH,
0JIHAKO, BBl OyJIeTe MO-TIPEKHEMY 3HATh, KAKHUE CAlThI MOCEIIAET Ball peOEHOK.

CrouT MoHMMAaTh, 4TO JAETH B JAaHHOM BO3pacTe 00JaJJal0T CHIIBHBIM YyBCTBOM CEMbH, OHH JOBEPUYUBBHI
U HE COMHEBAIOTCS B aBTOpUTETaX. [[eTn 3Toro Bozpacra jito0AT UrpaTh B CETEBBIE UTPHI U IMYTEIIECTBOBATH 110
WuTepHery. BrionHe BO3MOXKHO, YTO OHM HCIOJIB3YIOT JIEKTPOHHYIO IMOYTY M MOTYT 3aXOIUTh Ha CAlThl U
4aThl, HE PEKOMEH0OBAHHBIE POJUTEIISIMH.

[To moBoay MCHONB30BaHUS DJIEKTPOHHOH MOYTHI XOTEJIOCh Obl 3aMETUTh, YTO B JAHHOM BO3pacTe
PEKOMEHIyeTCsl He pa3peliaTb UMETh CBOM COOCTBEHHBIM 3JIEKTPOHHBIN IMOYTOBBIA SIIMK, a IMOJIb30BATHCS
CeMEHHBIM, YTOOBl POAWUTENM MOIJIM KOHTPOJMPOBaTh Mepenucky. Ilomoub Bam 3ampeTuth pebOeHKY
UCIOJIb30BaTh  BHEIIHWE OECIUIaTHBIE SIIMKH CMOXKET TaKoe MporpaMMHOE oOOecleueHue, Kak
KasperskylInternetSecurity Bepcuu 7.0 co BCTpOSHHBIM POAUTEIBCKUM KOHTPOJIEM.

Y10 MOKHO MOCOBETOBATH B IJIaHe 0€30I1ACHOCTH B TAKOM Bo3pacre?

— Co3pmaiiTe CMCOK JOMAalTHUX MpaBWI mocemieHus VHTepHeTa mpu ydacTuu jaeteil u TpeOyiite ero
BBITIOJIHCHHSL.

— TpeOyiite oT Bamero pedeHka co0JIt0/IeHHsI BDEMEHHBIX HOPM HaXO0KJICHUS 32 KOMITBIOTEPOM.

— Ilokaxxute peOeHKy, YTO Bbl HAOIIOJAaeTe 32 HUM HE IMOTOMY YTO BaM 3TO XOYETCs, a IOTOMY UTO BbI
0ecroKouTech 0 ero 6€30MacHOCTH U BCET/1a TOTOBBI €My ITOMOYb.

— IlpuyunTe nereil, 4TO OHU IOJKHBI MOCEHIATh TOJBKO TE€ CANThI, KOTOPBIE BBl Pa3pellniiv, T. €.
CO3/1aliTe UM TaK Ha3bIBa€MbIN «Oenblil» crucok VHTepHeTa ¢ MOMOIIBI0 CpelicTB POAUTENhCKOTO KOHTPOJSL.
Kak 310 cnenath, MbI TOrOBOPUM HO3JHEE.

— Komneiorep ¢ moakiroueHneM Kk IHTepHETY HOKEeH HaXOJUThCs B OOIIe KOMHATE MO MPUCMOTPOM
poauTenen.

— Hcnonw3yiite  cnenuanbHble  JeTckue  mowckoBble  MamuHbl, Tuna  MSNKidsSearch
(http://search.msn.com/kids/default.aspx?FORM=Y CHM).

— Hcnonp3yiiTe cpeacTBa OJIOKUPOBAHUS HEKENATENLHOTO KOHTEHTA KaK JOMOJHEHNE K CTaHAApTHOMY
PonurtenbckoMy KOHTPOIIO.

— Co3paiiTe ceMeMHbIHN AIEKTPOHHBIH SIIUK, YTOOB! HE MO3BOJISATH JETSIM UMETh COOCTBEHHBIE a/Ipeca.

— bnokupyiite goctym Kk caitaM ¢ OeCIIaTHBIMM TIOYTOBBIMH  SIIUKAMH C  TTOMOIIBIO
cootBeTcTBytomero 110.



— IlpmyunTe pgeTeil COBETOBAThCS C BaMU Iepel] OIMYOJIMKOBAaHWEM KakoW-1uMO0 wuH)opmaiuu
CpeACTBaMU 3JIEKTPOHHOM MOYTHI, YaTOB, PETUCTPALIMOHHBIX (POpM U mpoduIIeii.

— [IpuyunTe aeteit He 3arpykaTh Gaiibl, TPOrpaMMBbl HJIM MY3bIKY 0€3 Balllero COTJIacus.

— Hcnonp3yiite QUIBTPBI IEKTPOHHOM MOYTHI I OJOKHPOBAHUS COOOIIEHUH OT KOHKPETHBIX JIIOJCH
WU COAEpXaIMX  ompeaesieHHble  cimoBa  wid  (pa3el.  [logpobHee o0  Takux  QUIBTpax
httg://www.microsoft.com/rus/athome/security/email/fightspam.mspx.

— He pasperaiite neTsM UCHOIb30BATh CIIYKObI MTHOBEHHOTO 00MEHa COOOLICHUSIMHU.

— B «Oemnblif» cUCOK CaiTOB, pa3pelIeHHBIX ISl MOCEIICHHs, BHOCUTE TOJBKO CAWThI C XOpOIIEi
pernyranuei.

— He 3a0biBaiiTe OecenoBaTh ¢ 1eTbMHU 00 UX ApYy3bsix B HTepHETe, Kak eciii Obl pedb 1UIa O IPY3bsiX B
peanbHOM KU3HU.

— He nemaiite «raby» M3 BOIPOCOB IOJIOBOW JKWM3HH, TaK Kak B MHTepHETE OETH MOTYT JIETKO
HaTKHYTHCSI Ha IOPHOTpaQUIO UK CANThI «IJIs1 B3POCIIBIX».

— Ilpuyunte Bamero peOeHka cooOIIaTh BaM O JIIOOBIX yrpo3ax MM TPEBOTaX, CBSI3AaHHBIX C
WutepHerom. OcraBaiiTech CIOKOMHBIMM M HAallOMHMTE J€TSIM, YTO OHM B O€30IACHOCTH, €CIIM CaMu
pacckazaiay BaM O CBOMX YIpo3ax WM TpeBorax. [loxBajauTe MX U MOCOBETYHTE MOJOUTH €Ille pa3 B MOAOOHBIX
ClIydasix.

Bo3zpacr ot 9-12 ser

B nanHOM BO3pacTe AeTH, Kak MpPaBUIIO, YXKe HACHBIINIAHBI O TOM, Kakas WH(OpMalus CYIIECTBYET B
NuTtepunere. CoBepllieHHO HOPMAJIBbHO, YTO OHM XOTST 3TO YBHJAETb, IPOUYECTh, YCIbIIIATh. [Ipy 3TOM HYKHO
MIOMHHTb, YTO JOCTYI K HEXeJaTeJbHBIM MaTepuaiaM MOXKHO JIETKO 3a0JIOKMPOBATh MPU MOMOIIN CPEACTB
Ponurenbckoro KOHTPOJIA.

CoBeTbl 110 0€30I1ACHOCTH B ITOM BO3pacTe

— Co3paiiTe cIMCOK JOMalIHUX NpaBuil nocelieHus MHTepHeTa npu ydactuu jaered u TpeOyWuTe ero
BBITIOJIHEHUS.

— TpeOyiiTe ot Bamiero pedeHka co0JIt0IeHNs BPEMEHHBIX HOPM HaXOXKICHUSI 38 KOMIIBIOTEPOM.

— ITokaxkute pebeHKy, 4TO Bbl HaOJIOJaeTe 32 HUM HE [TOTOMY, YTO BaM 3TO XOYETCs, a IOTOMY 4TO BBbI
0eCroKOUTECh O €ro 0€30MaCHOCTH U BCET/1a TOTOBBI €My ITOMOYb.

— Komnbrorep ¢ nojakiatoueHueM k MIHTepHeTY JOKEeH HaXOIUThes B 001el KOMHATe o] IPUCMOTPOM
poauTenen.

— Hcnonp3yiiTe cpecTBa OJOKMPOBAHUS HEXeNaTeIbHOIO0 KOHTEHTa KaK JOMOJHEHHUE K CTaHapTHOMY
PonurenbckoMy KOHTPOIIIO.

— He 3a0bIBaiiTe OeceoBath ¢ 1eTbMHU 00 UX JpYy3bix B MIHTepHeTe.

— HacrauBaiite, 4T00bI 1€TH HUKOTIa HE COTJIAIIAIUCH HAa IUYHbIE BCTPEUH C Apy3bsiMHU 1o MHTepHeTY.

— Ilo3BonsiiiTe AETAM 3aXOJUTh TOJBKO HAa CAalWTBl U3 «OEJIOro» CIHUCKa, KOTOPBIM co3/laiiTe BMecTe ¢
HUMU.

— Ilpuyunte nereil HUKOT/a HE BBIAABATh JMYHYIO HH(GOPMAIMIO CPEACTBAMH 3JEKTPOHHOH MOYTHI,
4aToB, CHCTEM MI'HOBEHHOTO OOMEHa COOOIIEHHSMH, PETUCTPAMOHHBIX (OPM, JIMYHBIX Npoduied U MpH
perucTpanyy Ha KOHKypcel B IHTepHeTe.

— Ilpuyunte nereil He 3arpyxaTh nporpamMmsl 0e3 Baiero paspemeHus. OObICHUTE UM, YTO OHH MOTYT
ClTy4aitHO 3arpy3uTh BUPYCHI MJIU JIpYTO€ HeXeIaTeIbHOe MPOrpaMMHOE o0ecTiedeHue.

— Cozpnaiite BamieMy peOEHKY OTpaHMUYEHHYIO YUETHYIO 3alIUCh JJIs1 pa0OTHI Ha KOMITBIOTEpE.

— Ilpuyunte Bamero pebGeHka cooOIIaTh BaM O JIIOOBIX yrpo3ax WM TPEBOTaxX, CBI3aHHBIX C
Nutepuerom. OcTaBaiiTeCh CHOKOWHBIMH M HAllOMHUTE JETSIM, YTO OHM B OE€30MaCHOCTH, €CIH CaMH
pacckaszaiy BaM O CBOMX YIpo3ax WM TpeBorax. [loxBajgure UX M MOCOBETYHTE MOJOUTH €Ille pa3 B MOJO0OHBIX
CIIyJasx.

— Pacckaxure aersm o nopHorpaduu B UnTepHere.

— Hacraupaiite Ha TOM, 9TOOBI JE€TH MPEIOCTABIISIIN BaM JOCTYIT K CBOCH AJIEKTPOHHOM MOYTE, YTOOBI
BbI YO€IMITUCH, YTO OHU HE OOIAIOTCS ¢ HE3HAKOMIIAMH.

— OOBSICHUTE AETAM, YTO HEJIb3sI UCIOJB30BATh CETh JUISl XYJIUTaHCTBA, PACIPOCTPAHEHUS! CIUIETEH WU

yTpo3.
13-17 aer

B nanHOM BO3pacte poAHMTENsIM YacTO YK€ BeChMa CII0KHO KOHTPOJIMPOBATH CBOMX AETEH, TaK Kak 00
WHuTepHeTe OHM yXKe 3HAIOT 3HAYUTEIHHO OOJIbIIIe CBOMX pojauTeci. TeM He MeHee, 0COOCHHO BaKHO CTPOTO
coOmronarh mpaBwia WHTEpHET-0€30MacHOCTH — COTJIAIIICHHE MEXAY POAUTENsMUA U aeTbMu. Kpome Toro,
HEOoOXOIMMO KaK MOXKHO Yallle IPOCMaTpuUBaTh OTYETHI O JeATCIBHOCTH JeTed B MHrepHere. Cremyer



o0paTuTh BHUMaHHE Ha HEOOXOIUMOCTh COJICPKaHUS POIUTEILCKUX Tapojei (mapoieil aIMUHUCTPATOPOB) B
CTPOTOM CEeKpeTe U 00paTUTh BHUMAaHUE HA CTPOTOCTh 3TUX MapOJIeH.

B 13-17 net nopoCTKN aKTUBHO MCMOJIb3YIOT MOUCKOBBIE MAIIIMHBI, MOJIb3YIOTCS JIEKTPOHHOM MOYTOI,
cly>kOaMi MTHOBEHHOTO OOMEHa COOOIIEHHUSMH, CKauMBalOT MY3bIKY W (puiabMbl. Manpuukam OoJiblie 1O
HpaBy CMETaTh BCE OTPAHMYEHUS, OHU >KAKIYT IpyOOro roMopa, a3apTHBIX UTP, KAPTHHOK <«UISI B3POCIIBIX».
JIeBOUKH TPEANOYUTAIOT OOIIATHCS B YaTaX, MPH 3TOM OHHU ropa3fo 0ojiee YyBCTBHTEIBHBI K CEKCYaJbHBIM
noMorarenabcTBaM B MIHTepHeTe.

CogeTbl 110 6€301aCHOCTH B 3TOM Bo3pacre

— Co3paiiTe CIUCOK JOMAIHUX IIPaBUI noceuieHus MHTepHeTa npu y4acTuu MOAPOCTKOB U TpedyiiTe
0€3yCIIOBHOTO €r0 BBIIOJHEHHS. YKaKUTE CIIMCOK 3alpEIICHHBIX CAUTOB («Y4EpHBII CIHCOK»), Yachl paboThI B
WuTepHeTe, pyKOBOACTBO 110 001eHHI0 B VIHTepHeTe (B TOM 4MCIIe B YaTax).

— KomnsioTep ¢ noakmouenneM Kk MIHTEpHETY JOIDKEH HAXOAUThCSA B 0OIIel KOMHATE, 4achl paboTHI B
HuTepHeTe MOryT OBITh JIEFTKO HACTPOEHBI ITPH TOMOILU CPeACTB POIUTENBCKOTO KOHTPOJIS.

— He 3a0wpiBaiiTe GecenoBaTh ¢ AeTbMHU 00 UX APY3bsiX B MHTEepHETE, O TOM, YeM OHHU 3aHATHI TAKUM
obpa3zom, OyaTo peub MIET O ApPY3bsX B peasbHOM »ku3HU. CropammBaiiTe O JIOASX, C KOTOPbIMU JETH
OOIIAFOTCS TTOCPEJCTBOM CIIY’)KO MTHOBEHHOTO OOMEHa COOOIICHHSIMH, YTOOBI YOCIUTHCS, YTO 3TU JIIOJU UM
3HAaKOMBI.

— Hcnonb3yiite cpeacTBa 0JIOKHPOBAHUS HEXKEIATENBHOTO KOHTEHTA KaK JOIMOJIHEHUE K CTaHAAPTHOMY
PonuTenbckoMy KOHTPOIIO.

— HeoOxoauMo 3HaTh, KakMMH 4YaTaMu I[OJB3YIOTCA Bamu JeTd. l[loompsiiTe HCHOIB30BaHUE
MOJIEpUPYEMBIX YaTOB M HACTAUBANTE, YTOObI IETH HE OOIAINCH B IPUBATHOM PEKUME.

— HacrauBaiiTe Ha TOM, 4TOOBI I€TH HUKOTJa HE BCTPEUAIMCh JIUYHO C JIpy3bsiMu U3 HTEpHeTA.

— IlpuyuaiiTe nereif HUKOrJa HE BbIJaBaTh JMYHYIO MH()OPMAIUIO CPEICTBAMU 3JIEKTPOHHON IOYTHI,
9YaToB, CHCTEM MTIHOBEHHOTO OOMEHa COOOIICHUSMH, PETHCTPAMOHHBIX (OPM, JIMYHBIX mpoduieid M mpu
perucrpanuu Ha KOHKypcel B IHTepHere.

— Ilpuyunre nereil He 3arpyxaTh nporpamMmsl 0e3 Baiero paspemeHus. OObSICHUTE UM, YTO OHH MOTYT
ClIy4ailHO 3arpy3UTh BUPYCHI WJIU JIpYTO€ HeXelaTeJIbHOe IPOrpaMMHOE o0ecTieYeHue.

— Ilpuyunte Bamero peOeHka cooOIIaTh BaM O JIIOOBIX yrpo3ax WM TPEBOTAX, CBSI3aHHBIX C
WutepHerom. OctaBaiiTech CIOKOMHBIMM M HAllOMHHMTE JE€TSM, YTO OHM B O€30IacCHOCTH, €ClIM BaMu
pacckazaiy BaM O CBOMX yrpo3ax WM TpeBorax. [loxBaiute ux ¥ MOCOBETYHTE MOJOUTH eIle pa3 B MOJ00HBIX
ClIydasix.

— Pacckaxwure netsim o nopHorpaduu B IHTepHeTe.

— Ilomorute uMm 3amuTuThCs OT cnama. Hayuumrte noapocTkoB He BblgaBaTh B MHTepHET cBoero
AJIEKTPOHHOIO aJpeca, HE OTBEYaTh Ha HEXeJaTelbHble NMUChbMa U HCHOJIb30BaTh CIIELUAIbHBIE ITOYTOBBIE
(bUIBTPHI.

— Ilpuyunre ceOs 3HAKOMUTBCS € callTaMH, KOTOPBIE OCEMIAIOT MOPOCTKH.

— OObsAcHUTE JeTsM, YTO HHU B KOEM CIIy4ae Helb3sl HCMOIb30BaTh CE€Th IS XYJIUTAHCTBA,
pacnpoCcTpaHeHUs CIUIETEH WK yrpo3 JPYTUM JHOJSM.

— O6cynuTe ¢ MOAPOCTKAMHU MPOOJIEMBbI CETEBBIX a3apTHBIX UIP W UX BO3MOXKHBIA puck. Hamomuure,
YTO JETU HE MOTYT UTPaTh B 3TU UTPhI COTJIACHO 3aKOHY.

Kak npoBoauTs PonuTenbckuii KOHTpOIIb HAl IOBeieHueM nerell B inTepuere?

ObecnieunBaTh pOAUTENBCKUI KOHTPOJIb B VIHTEpHETE MOKHO C MOMOILBIO PA3IMYHOTO MPOrPaMMHOTO
obecnieuenus, Hanpumep, Poaurtensckuit koHTpons B WindowsVista, cpenctBa Poautenbckoro KOHTPOIS,
BcTpoeHHBIE B KasperskylnternetSecurity.

MEPBI IIPEJOCTOPOXHOCTH IIPU PABOTE B UHTEPHETE

NHTepHeT nmaer BaM BO3MOXHOCTh, HE BBIXOJS M3 JIOMa, OBICTPO HAXOIUTh HEOOXOIUMYIO
nH(OPMAIIHNIO, Y4aCTBOBAaTh B OOCYXKICHHMSIX HMHTEPECYIONIMX Bac MpoOiieM Ha pa3iudHbIX (QopymMax u B
HNuTtepuer-kondepeHnusx, npuoOpeTaTb TOBAphl W YCIAYTH, OCYIIECTBIATh IUIATEKU, OOMEHHUBATHCS
COOOIIEHUSIMU TI0 INEKTPOHHOM mouTe. OHAKO, MONB3YsACh VHTEpHETOM, HENb3sl 3a0bIBaTh O OE30MACHOCTH.
ITomuwmTe:

* B Balll KOMITBIOTEP MOXKET MONACTh KOMIIBIOTEPHBIN BUPYC;

* BaIll SJIEKTPOHHBIN aJIpeC MOXKET OKa3aThCsl B 0a3e JaHHBIX ISl PACCHUIKH PEKJIaMBl,

* CBEJIEHUS1, KOTOPBIE BBI coo0IIaere o cedbe B IHTepHETE, MOTYT CTaTh U3BECTHBI TIOCTOPOHHUM JIMIIAM;

* uHGOpMAIIHsl, KOTOPYIO Bl HAXOJUTE B CETH, MOXKET OBITh HETOCTOBEPHOM;

* BBl MOKETE CTaTh KEPTBOW MOILIEHHUKOB.



Bce 310 HM B KOEM Cilydae He 3HA4MT, YTO HY>KHO OTKa3aThCsl OT MCNoib30oBaHus MHTepHeTa. IIpocTo
HE00X0AMMO 3HATh O TOM, KaKHe OIMACHOCTH BacC MOJCTEPETaroT, 1 YMETh X paclo3HaBaTh U MPeNyNpexaaTh
UX IOCIIECCTBUS.

Cnam 1 Kn0epMOIIEHHUYeCTBO

Cnam (anri. spam, cokpaiienue ot self-promotion and marketing) — 3To maccoBasi, nHOrAa Cpasy IO
HECKOJIbKUM MWJUTHOHAM a/IpECOB, pPAcChlIKa peKIaMHBIX cooOmeHuil. Tex, KTO pacmpocTpaHser 1o
3JIEKTPOHHOM MOYTE TaKHe MUChbMA, Ha3bIBAIOT CIIAMEPAMHU.

OTnuuuTeNbHbIE YEPThl CllaMa — OTCYTCTBHUE IIPEIBAPUTENIBHOIO COIJIACUsl ajgpecara Ha IOJy4yeHUe
COOOIIECHUS, HEBO3MOXKHOCTb OTKa3aTbCsd OT IIOJYYEHHUS aHAJIOTMYHBIX COOOLIEHMH B OynyuieM,
banbcupUIIPOBAHHBINA aJPEC OTIPABUTEIIS.

Cnamepckue nUCbMa OOBIYHO OBbIBae€T JIETKO Y3HAaTh IO TeMe cooOmeHus. Yamie Bcero B HHUX
PEKIIaMUPYIOTCS IOPUANYECKHE, OYXTalTepCKue, TYPUCTHUYECKUE, MEAMIMHCKAE M KOCMETHYECKHE YCIYTH,
METOZABl OBICTPOrO MOXYIEHHUS, KypChl HHOCTPAaHHBIX $3bIKOB, OW3HEC-CEMHHApBl, HOpPHOrpapuuecKue
WuTepHeT-caiiThl M M3AaHUs, UHTUMHBIE ycIyrd. Hepenko Takke BCTpedyaroTcs MpeayioxkeHus 0a3 JaHHBIX C
3JIEKTPOHHBIMU aJ[pecaMHu, T.H. «CIaM IIPO CIIaM»

OOHapy)XMB B TOCTYNHUBIICH IMOYTE COOOIIECHHE C MOAOOHON TeMOH, MOAyMaiTe, MOXKET JH OHO
IPEJCTaBIATH Ul BaC KAaKOW-TO MHTEPEC, U €CIIM HET — CMEJIO €ro yIalsiTe.

Buael cnama

* Pexsiama. OTO muceMa Tuma «caaeM B apeHiy oducy» wiu «BepHblil croco® MOBBICUTH Ballld
JOXOJIbI», a TaKXKe MPEUIOKEHUs YIYUIIUTh Balll IEPCOHAIbHBIA CAalT, U3MEHUTHh IPONOPLUU TEla, BHIBECTU
BOJIOCHI Ha yIIaXx M ToMy Iogo0Hoe. IMeHHO ¢ MOoMOILIbI0 TaKOro poja cliama peKJIaMHUPYIOT MPOAYKIHIO, O
KOTOPOHM HENb3s1 COOOIIUTH MOTEHIIMAIBHBIM MTOTPEOUTENSIM HHBIM CIIOCOOOM: TIOPHOTpaQHIo, JIEKAPCTBEHHBIC
npernaparbl, 000pOT KOTOPBIX HE JIMIIEH3MPOBAH MJIM OIPAaHMYEH 3aKOHOM, JIOOBITYI0 HE3aKOHHBIM IyTeM
uHpopManuio (pazaruuHbie 0a3bl TaHHBIX ), KOHTpa(aKTHBIE KOMITBIOTEPHBIE TPOTPAMMBI.

* «Hurepmiickue nucbMa». MOIIEHHUKH YacTO UCHOJb3YIOT CIIaM C L€JIbI0 BHIMAHUTD Y JIETKOBEPHOI'O
noiy4yarenst AeHbru. Hamboree pacmpocTpaHEHHBIH CIMOCOO TAaKOro poja KYJIbHHYECTBA HM3BECTEH Kak
«HUTEPUICKHE MUCbMay», NMOCKOJIbKY BHayaje OOJIBIIMHCTBO MOA0OHBIX cooOmieHni npuxoaunio u3z Hurepun.
ConepxaHue «HUTEPUHCKOTO MHUCHhMay CBOJIUTCS K CIEAYIOUIEMY: BaM CYJIST BO3MOXKHOCTB 0€3 0co00ro Tpyna
3apa0oTaTh MHOIO JIEHEr, HO MpH 3TOM OTHpPAaBHUTENb MPOCUT MEPEBECTH HA YKa3aHHBIH CYET HEOOJbIIYIO
CyMMY, HEOOXOUMYIO /ISl 0hOPMIICHHUS TOKYMEHTOB WJIM TIOKPBITUS KaKUX-TO APYrux pacxonon. OOemanue
JIETKOTO 00O0TralleHus, ECTECTBEHHO, BCETO JIUILb IPUMaHKa, 33/1a4ua MOIIEHHUKA — [TOJyYUTh BaIllX JCHBIH.

» @umunr (anria. phishing, no ananoruu c fishing — «psibanka») — eme oJJuH c0cod MOIIEHHUYECTBA C
MIOMOUIBIO CIIaMa, TOJIBKO B 3TOM CJIydae y ac IbITAIOTCS BBIMAHUTH HE JI€HBI'M, & HOMEP KPEIUTHOW KapThl,
0AaHKOBCKOI0 cueTa WJIM Mapojib JocTyna K cucteme ruiarexeil uepe3 MnrepHer. [IncbMoO OOBIYHO BBITTISIIUT
Kak ouumanbHOe yBeJOMIIEHHE OT OaHKa, I7ie TOBOPUTCS, YTO MOJydaTenb JOJKEH MOATBEPAUTh CBEJCHUS O
cebe, nHauye ero cuer Oyzaer 3abiokupoBaH. TyT ke MPUBOAUTCA aJpec MPHUHAJIEKALIEro cramepaM caifra.
YroObl xkepTBa He Joragaigac o0 oOmaHe, o¢opMIIEHHE TMOJCTaBHOIO CalTa WMUTHpPYET Ju3aiiH
oduimaibHOro caiita 6anka. Cpeau TaHHBIX, KOTOpPBIE TpeOyeTcs yKka3aTh B pa3MEIIEHHON TaM OHJIalH-(popMe,
IPUCYTCTBYIOT U T€, YTO HYKHBI IIPECTYIMHUKAM, BO3HAMEPHBILUMCS BaC 00OKPACTb.

* IIpenyiokenuss NPUHATH ydyacTHe B (MHAHCOBBIX NMUpaMuAax. Takue IOCIAHUS TOXKE PEIKO
OTJIMYAIOTCS YT OT Apyra. OOBIYHO CHayasia Bac 3aBEPSIIOT B TOM, UTO «3TO HE CIIaM», a a 3aTeM NpeAiararT
paboTy, 3a KOTOPYIO Bbl CMOXKET€ MOJY4YUTh OacHOCIOBHYIO cymmy. Yacto B mosie «Tema» momoOHBIX
cooOmenuit nmumyt «He ynmansiite 310 mucemo» unu Please read It carefully («Iloxanyiicta, mpouture
BHUMATEIIHHOY).

* Ilpensiokenuss 3alTH HA HeKUH calT. llenp Takux mHcCeEM — 3aCTaBUTh Bac ILICJIKHYTh IO
MIPUBEICHHOM B TeKCTe ccbluike. CpecTBa JIJIsl 3TOr0 BEIOUpAIOTCs camble pa3Hble. Hanpumep, B mucbMe MOXKET
OBITH CKa3aHO, YTO ITO PACCHUIKA, HA KOTOPYIO Bac MOANUCAIIN, HO, €CIH Bl HE XOTUTE €€ MOJIy4aTh, HOAMUCKY
JIETKO aHHYJIHMPOBAaTh, IIEJIKHYB IO CCBUIKE HAa COOTBETCTBYIOIIMM CalT, - pa3yMeeTcs, HU B KaKyl OHJIAWH-
dbopMy Ui OTKa3a OT PACCHUIKH BBl IIPHU 3TOM He momazaere. Hepenko monoOHbIe MUCbMa MAacCKUPYIOTCS 1O/
JUYHBIE M JaXe WHTUMHBIE NOcNaHus, oOpauleHHble MMeHHO K BaMm: «[IpuBer! ¥V MeHs Bce HOpMasbHO.
Xouelb ToOCMOTPEeTh MO HOBBIE GOTKU? BOT ccplika. .. ». ' 1aBHas oTaMUMTENbHAsE OCOOCHHOCTD TaKUX MUCEM
— HaJMuMe€ CChUIKM Ha HEW3BECTHbIN BaM caliT. Kpome Toro, BMecTo Ballero HacTOSIIEr0 MMEHHU Jaxe B
MIPUBETCTBUH CTOUT UM MOJIB30BATENS, T.€. YaCTh BAIIET0 AIEKTPOHHOTO aJipeca J0 3HaKa (@.

» CkaM (aHrJ1. scam — «KyJIbHUYECTBO, OOMaH») — €Ille OJJWH BapUaHT MUChMA C 11EeIbI0 BBIMAHHUTH Y Bac
JeHbru. B pa3ociaHHOM MOIIEHHUKAMHU MHUCbME MOJyYaTessiM MpelaraloT KynUTh JelieBble HOYyTOYKH WU,
CKa)ke€M, TOBapbl, KOH(PUCKOBaHHbIE Ha TaMOxHe. Kak mpaBmiio, yacTh Ijarexka MpocsAT MEPEeBECTH aBaHCOM,



MocjIe 4ero KOHTAKTHbhIC Telne(OHbI M YKa3aHHBIH B MHChME CAlT MepecTaloT padoTarh. ToBap-NpHUMaHKY BHI,
paszymeercs, HUKOTIa He IMOTY9IHTe.

Cpenu apyrux BUIOB ClIaMa MOXXHO Ha3BaTh MacCOBBIC PACCHUIKHA MUCEM PEIHTHO3HOTO COACPIKaHUS;
COOOIIIEHUH, 11eJTh KOTOPBIX — BBIBOJ M3 CTPOS MOYTOBOM cuceTMbl (denial of service); 3lIeKTPOHHBIX MTUCEM OT
9y)KOr0 UMEHH C IEJbI0 BBI3BAaTh HETAaTHMBHOE OTHOIICHHWE K «OTHPABHUTENIO» (T.H. YEPHBIH THAp); IHCEM,
COJIEp KaIIfX KOMIBIOTEPHBIE BUPYCHI (TAKUM 00pa3oM 00ecrednBaeTCst UX OBICTPOE paCIpOCTPAHEHUE).

3ammura oT cnama.

IIpeBeHTHBHBIE METOABI

Camplif HaJIeXKHBIM COCO0 3aIUTHl OT cllaMa — HE IMO3BOJMTH CIIAMEPaM Y3HATh Balll JIEKTPOHHBIH
aznpec. /st aToro pekomeHayeTcst co0JIt01aTh CIEAYIOINE IPABUIA.

* 3aBoAMTE 3JIEKTPOHHBINA MOYTOBBIN SIIUK HE Ha OECIUIATHOM IOYTOBOM CEpBEpE, a B KOPIOPATUBHON
cetu win 'y WuTepHeT-nipoBaiiiepa (CONMUAHBIE MPOBaiiepbl OOBIYHO MPEAOCTABISIOT KJIMEHTAM MOYTOBBIN
ALIMK Ha cBoeM cepBepe). Kak npaBuito, Takue 3J1€KTPOHHBIE ajipeca K CllaMepaM He MOMaJaroT.

* Ilpu co3gaHuu SIEKTPOHHOM MOYTHI BBIOMpAlTe HECTAaHAAPTHOE MM IOJB30BATENs. Y CIIaMEpOB
UMEIOTCS CIIELMAIbHBIE CIOBAPH, BKIKYAIOIIKE IIPOCTHIE CII0BA AHIVIMICKOrO SA3bIKa, MIMEHA JIIOACH, HA3BaHUS
reorpaguuecKkux 0ObEKTOB M HEKOTOpPbIE HaNOOJIee pacpoCTPaHEHHBIC BRIPAKEHUS U3 CIICHTa MOJIb30BaTeIeh
WntepHera. Mcnosnb3ys Takod ciloBapb M CIMCOK JOMEHHBIX HMMEH, KOTOpbIE OTKPBITO IyOJIMKYHOTCS,
HECJIOKHO IIOJIYYUTh MHOKECTBO aJPECOB JUISl CHAMEPCKUX PACCHLIOK.

* He cooOwmaiite cBoil ameKkTpoHHBIH agpec Ha MHTepHeT-caiiTaXx, KOTOpble HE [MAIOT TrapaHTHU
HepasrianeHus: KoHpuaeHnuaapHoi nadopmarmu. [1o BO3MOXKHOCTH cTapaiiTech HE JelaTh 3TOTO TAKXKE Ha
¢dopymax, Ha COOCTBEHHOM CalTe U B 3JICKTPOHHBIX IUCbMaX.

* Ecnu BaM HEOOXOAMMO yKa3zaTh CBOM 3JIEKTPOHHBIN aJipec, HallpUMep, B OTBET Ha MPOCHOY Jpyroro
yJacHHMKa (opyMma, MHUIIUTE €ro ¢ npodenamu Imepel 3HAKOM (@ U mocie Hero. B stom ciyuae anpec He
nonajeT B 0a3bl JaHHBIX CIAaMEpPOB, TaK KAaK MCIOJIb3yEeMble MMU CHELUAIbHBIE ITOMCKOBBIE IPOrpPaMMBbl HE
CMOT'YT OIIO3HATH ATy 3alIUCh KAK 3JIEKTPOHHBIA ajpec.

* [Ipu perucrtpanum Ha pa3lnUYHBIX CaiTaXx yKa3blBaiiTe B OHJIAH-(OpMax He Balll OCHOBHOW ajpec
3JIEKTPOHHOM TOYTBHI, a aJIpec CIEeLUAIbHO 3aBeIEHHOI0 JJIs 3TUX 1ieieil OeCIIaTHOTO MOYTOBOIO SIIUKA.

* Hukorma He oTBevaiiTe Ha NKMCbMa CHaMEpOB M HE InepexoauTe Ha  MHTepHer-cailThl 1O
COJIEpKaIllMMCsS B HHUX CChUIKax. TakuMmMu IEHCTBUSMM Bbl IOATBEPAUTE, YTO AKTHBHO IIOJIb3YE€TECh CBOUM
AJIEKTPOHHBIM aIPECOM, U CTAHETE NOJy4yaTh ellle OOJbIle crama.

be3ycnoBHO, laxke CTPOro BBIMOJIHSASA 3TU MPOCThIE MPaBUia, MOJHOCTHIO OT cllaMa Bbl HE U30aBUTECH,
HO Balll JUYHBIM MOYTOBBIN SIMIMK, MO KpaiiHel mepe, He OyneT MEepenoHIAThCS HEHY)KHBIMH PEKJIaMHBIMU
COOOIICHUSAMHU.

PDuIbTPALHOHHBIE METOAbI

CeroHs CyIIECTBYIOT IPOTpaMMBbl Ui aBTOMAaTUYECKOI0 paclio3HaBaHMs claMa M ero (puibTpaluu.
[lonoOHble (QUIBTP IMKMPOKO MPUMEHSIIOTCS HAa IOYTOBBIX CEpBEpax, HO HEKOTOpPbIE W3 3THUX MPOrpamMm
npeJHa3HaueHbl M JUIsl MHIMBHMYalbHBIX MOJb30BaTENed M MOTYT OBbITh YCTQHOBJIEHBI Ha IMEPCOHATIHLHOM
KOMIIBIOTEPE.

Komnbrorepubie BUpyChbl

Kaaccndukanus Bpe1oHOCHBIX IPOrpamMm

HaszoiinuBas pekiama, paccbuiaeMasi o 3J€KTPOHHON Mo4YTe, pa3apa)xxaeT U MeulaeT padore, HO yalle
BCEro CllaM He HEeCeT OMacHOCTH Ui Balllero KommbioTepa. [[pyroe nemno BUpPYChl, IPOrpaMMBI-IINHOHBI U
CETEBBIE aTaKU, KOTOPHIE MPEACTABIISAIOT CEPbE3HYIO YTPO3y KOMIIBIOTEPY, TOICOENANHEHHOMY K IHTEpHETY.

ITo criocoGy pacnpocTpaHeHUs! BPEIOHOCHBIE TPOrPaMMbl MOXKHO Pa3AeIuTh Ha CIEAYIOUINE BU/IbL:

* BUPYCHI — [IPOrPaMMBI, CITIOCOOHBIE Pa3MHOKATHCS BHEAPATH CBOU KOMMHU B Apyrue (ailibr,

® CETEBbIC «YE€PBMU» — IIPOrpaMMBbl, KOTOPLIC HE U3MCHAIOT (1)aI>'IJ'IBI Ha XCCTKOM JJUCKE KOMIIBIOTEpA, a
IIPOHUKAIOT B €r0 ONEPALMOHHYIO CUCTEMY U 3aTE€M, HaXOJs Ha KOMIIBIOTEpPE ajpeca IPYrux I0JIb30BaTeNei,
pacchbUIaloT 1O 3TUM JpecaM CBOM KOIIHU;

* «TPOSIHCKHME» NMPOrpaMMbl — HUCHOJHsEMble (aiibl, OOBIYHO MaCKUPYIOIIKECS O] HOBYIO BEPCHUIO
KaKON-HUOY/b TOMYJISIPHOM MPOTPAMMBbI MJIM UTPHI C LETBI0 3aCTaBUTh MOJI30BATENS YCTAHOBUTh UX Ha CBOM
KOMIIBIOTEP.

Bupycel 1 apyrve BpeIOHOCHBIE IPOrPAMMBbI MOT'YT IONACTh B Balll KOMIIBIOTEP PA3JIMYHBIM ITyTEM:
[P KOMMPOBAHUU MPOTPAMM C YYKOT'0 KOMITbIOTepa 03 MPOBEpKU Ha HAJIMYUE B HUX BUPYCOB; IPH OTKPHITHU
3apaXCHHBIX (l)aﬁHOB, IMOJIYYCHHBIX I10 BHGKTPOHHOﬁ mo4yTe; npu MOCCHICHUN COMHHTCIBbHBIX CaﬁTOB, qalne
BCETO MOPHOTpaPUUECKUX MU TEX, C KOTOPHIX MOXKHO CKayaTh MUPATCKOE MPOrpaMMHOE 0OecrieueHHe.

Kak onpenennts, 4To B Balll KOMIBLIOTEP MONAJ BUPYC



3anmycTHB 3apa)KCHHYIO ITPOrpaMMYy, BbI, KaK MPaBWIIO, JaKe HE 3aMETUTE, YTO aKTUBUPOBAIN BHPYC, H
JTUIIb TO37HEe OOHApPYKUTE, YTO C BallUM KOMIIBIOTEPOM HYTO-TO HE TaK. BOT HECKONBKO MPU3HAKOB,
CBHUJICTEILCTBYIOIINX O TOM, YTO Balll KOMITBIOTEP, BO3MOXHO, 3apakeH BUPYCOM:

* KOMITHIOTEP CTaJl pabOTaTh MEJICHHEE, YEM PaHBIIIE;

* KOMITBIOTEP HE OTBEYAET Ha 3aIPOCHI MJIU YaCTO 3aBHCACT;

* KOMITBIOTEP KaX/Ible HECKOJILKO MUHYT JIaeT COOM M caM Tepe3arpyKaercs;

* KOMIIBIOTED Mepe3arpyskaercs 0e3 Bameil KoMaHbl U MOCIIE ITOT0 HE MOXET padoTaTh B HOPMAJIbLHOM
pexXHuMe;

* MPOrpaMMbl Ha BallleM KOMITbIOTEpPE paboTaOT HEMPABUILHO;

* IMCKOBOJIBI CTAHOBSTCSI HEOCTYITHBIMH,

* BO3HHMKAIOT IPOOJIEMBI ITPH BBOJIC TEKCTA C MTOMOIIBLIO KIIABUATYPHI;

* BaM HE yJIaeTCsl HOPMAJIBHO pacrieyaTrarh TEKCT Ha MPUHTEPE;

* KOMIIBIOTEP BBIAACT HEOOBIYHBIE COOOIICHHS 00 OmmMOKax.

AHTHBHPYCHbIE IPOTrPAMMBbI

Camoe 3¢ dexTuBHOE CpecTBO OOPHOBI ¢ BPEIOHOCHBIMHU MTPOTPAMMaMH — IPUMEHEHUE aHTHUBUPYCHBIX
nporpaMM. Hu onHa w3 Takux mporpamMm (MX Al KpaTKOCTH YacTO Ha3bIBAalOT MPOCTO AHTUBUPYCAMH) €
o0ecreyrBaeT CTONPOIEHTHOW 3allUThl, TOATOMY IPH BBIOOPE AHTUBUpPYCAa HEOOXOJMMO YYHTHIBATH PSiJI
MapaMeTpoB: HAJIESKHOCTH MPOrpaMMBI, YAOOCTBO €€ HCIOJIb30BaHMs, CKOPOCTh pabOThI, CIIOCOOHOCTH
UJACHTU(PUIIMPOBATH MAKCUMAJIbHOE KOJUYECTBO PACIIPOCTPAHEHHBIX THIIOB BUPYCOB, BO3MOYKHOCTD «JICUCHUS
3apaKE€HHBIX OOBEKTOB, HAJIMYUE MAPYIHX MOJEe3HBIX (GyHKIMA. [IpaBUIBbHO HACTpOoeHHas aHTUBHUPYCHAS
nporpamMma crnocoOHa MPOBEPSATh KOMITBIOTEP B aBTOMATUYECKOM PEXHME U WH(POPMHPOBATH BAC O HATMYHH
BHPYCOB.

HawuooJiee n3BecTHbIE AaAHTHBHPYCHbIE POTPAMMBbI

1. Norton AntiVirus. Pa3zpaborannas komnanueii Symantec Corporation (www.symantec.ru)

2. AntuBupyc NOD32. Pa3zpabotannas kommnanueit Eset Software (www.esetnod32.ru)

3. Doctor Web. (www.drweb.ru)

4. AutuBupyc Kacnepckoro. Jlaboparopus Kacnepckoro (www.kaspersky.ru)

5. AutuBupyc AVG Free Edition. Becrutatnas. (www.free.grisoft.com)

Bepuyrhscd Hazaxg



javascript:history.go(-1)

